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— TR A HCPUMIZERY, 55y F B & HLT) B8 (Cache Structure,
Cache Lme , Set-Way);

— Cache Coherence®.7% (MESI, MOESI);

— CPU Memory Ordering#i %! (Atomic, Reorder, Memory Barrier
(Compiler, CPU), Lock Instruction, Load Acquire/Store Release);

— HRFEFE (ZI—Spinlock, 21— Lock-Free Algorithm,
Data Race (False-Sharing, Per-Processor Data))



Outline

o CPUZERJVRHT
— HIJECache

e Memory Ordering
— Atomic vs Reorder

— Memory Barrier
* Compiler Memory Barrier
* CPU Memory Barrier

— Load Acquire vs Store Release

. JFRAF R
— Implement a spin lock

— Corrected Peterson’s Algorithm on Windows X86
— Others



CPU Architecture(& 44 /i)

L2 Cache (256K - 1024K)
Dual Independent Bus Interface Unit

8E L1 Instruction Cache 8E L1 Dlata Cache

Memory Order Buffer
Branch {12 store, 16 load entries)

Prediction

Logic
3
Instruction — |
Microcode g E Data Load
Decoders Instruction &
Sequencer Instruction

Register Retire
Alias

ﬂ.{i:g‘ie Reservation Station (20 entries)

Instruction Pool (40 entries)




CPU Archltecture(lEﬂﬂﬁH}i)

r 3.8G6Hz, E8488 Wolf




e Whatis a cache?

— Spatial Locality

— Temporal Locality

CPU Cache

Cache R F (Memory Access Pattern)

Address n loop iterations
& e ° [ e o 2
Instruction R e oo
fetches

o’ Temporal & Spatial locality

subroutine
call ;
Stack -~ Temporal locality =
[ ] -] (] L] ® (-] ® (-] -] ®
accesses . N Y,

° argument access

Data
accesses

scalar accesses

(] (-] (-] ] (] O (<]
Temporal locality

Small, fast storage used to improve average access time to slow memory.

o~ Spatial locality

subroutine
return

Time




Cache Hierarchy

e  Multi-Level of Cache

— Nehalem (Three-Level)
* L1(Per-Core): 32 KB D-Cache; 32 KB I-Cache;

* L2(Per-Core): 256 KB; 32k L1 I-cache | 32k L1 I-cache | 32k L1 I-cache | 32k L1 I-cache

* L3(Shared): 8M;
AT T NI AL T = © = e C b g el ¢ 5 's"'htl; chH -

* How to Test Cache Size? | data *inst. ata + Inst.
— lgor’s Blog (Example 3)

8 MB L3 cache

For all applications Inclusive cache policy to
to share minimize traffic from snoops

— Pentium(R) Dual-Core CPU E5800(Two-Level)

« A APCHL
* 32 KB L1 Data Cache; 32 KB L1 Instruction Cache;
* 2 MB L2 Cache; (Unified Cache)


http://igoro.com/archive/gallery-of-processor-cache-effects/

Cache Performance

L3

Registers/Buffers
~1 cycle <1ns

~3 cycles ~1ns

~12 cycles ~3ns

~38 cycles ~12ns

QPI ~40ns

~65ns

Socket 2

N - =

L3

=4




Cache Line

The minimum amount of cache which can be loaded or stored
to memory

memoryy
segment
m
X86 CPUs
cache line n memory
B 64 Bytes cache line n-1 Segment
cache line n-2 m-1
:]:j cache line n-3
ARM CPUS DE.U cache line n-4 |~ o] 70
b
—_ 32 Bytes 2 ++++++
= cache line 4 | — —T—— ] et +++
U '
8 cache line 3
. . . cache line 2
Cache Line Size Testing S — memory
cache line 0 Segment
— Igor’s Blog: Example 2 0



http://igoro.com/archive/gallery-of-processor-cache-effects/

Cache Policy

* Inclusive Multilevel Cache
—  AMZECachetl & W ZCachet T 24 ;
—  HNERVTIA, ARV A Y E ) Cache(L3);
- wEILEA

e  Exclusive Multilevel Cache
—  #b=Cache ] BEANELE N AF-Cache B L HE ;
— ANV, 7R BT A JE S Cache(L1/L2/L3), SRR

o IEFFEN
— A5 R
— Inclusive: RZFZ[H; MFE;
—  Exclusive: T[] WRAK;



Cache Policy(%g)

Exclusive

L3 Cache

Core Core Core Core

0 1 2 <;

Inclusive

L3 Cache

Core Core Core Core
0 i 2 3

Exclusive

L3 Cache
MISS!

Core Core Core Core
0 1 p. 3

Must check other cores

Inclusive

L3 Cache
MISS!

Core Core Core Core

0 1 7 3

Guaranteed data is not on-die



Cache Structure

Large caches are implemented as hardware hash tables with fixed-size hash

buckets (or “sets”) and no chaining.

sets
— hardware hash tables ™ [{Jhash A\ 1% & ;

ways
— A hash N RS A7fifs 1 AU 5

N-way set associative cache

— N=1
* Direct-Mapped Cache
— N=8

* 8-way set associative cache

— N = cache size / cache line size
e full associative cache

0x0
Ox1
0x2
0x3
0x4
0x5
0x6
ox7
0x8
0x9
OxA
OxB
0xC
0xD
OxE
OxF

Way 0

Way 1

0x12345000

0x12345100

0x12345200

0x12345300

0x12345400

0x12345500

0x12345600

0x12345700

0x12345800

0x12345900

0x12345A00

0x12345B00

0x12345C00

0x12345D00

0x12345E00

0x43210E00




Direct-Mapped Cache

Block
Tag Index Oftset
— ) )
k b
V| Tag Data Block
2k
I I lines
1t
N~
H1T<_kI/

Data Word or Byte



2-Way Associative Cache

Ta Index Block |
9 Offset b

k
V| Tag |Data Block V|Tag ;Data Block




Full Associative Cache

Tag | Data Block

BB
SR
¥

B ]

A

Tag

HIT

ek

% ‘dC:) Data
—( = — Word

X b — or Byte




Cache Line Locate

L1 Cache - 32KB, B-way set assoclative, 64-byte cache lines

1. Pick cache set (row) by

36-bit memory lecation as interpreted by

index

the L1 cache:

. Offset into
Physical Page Address (24-bit tag), aligned to 4KB set Index cachelnii
35 12 11 + 5 @
Dir 1/ Oir &/ Oir 2/
Directory @ Way @ Way 1 Way & Way 7
' 63 24-bit tag | 64-byte line tag | line tag | line tag | line v
62 24-bit tag | sd-byte line tag | line tag | line tag | line
3 24-bit tag | 64-byte line tag | line tag | line tag | line
-1 2 24-bit tag | 64-byte line tag | line tag |line tag | line | jd
1 24-bit tag | 64-byte line tag | line tag | line tag | line
8 24-bit tag | 64-byte line tag | line tag | line tag | line

64 rows * 64 bytes
AKB per way

R

4KB * B = 32KB total



Cache Associative7J #T

Direct-Mapped Cache
— EALER, MhREE;

2/4/8-Way Associative Cache
— NEECOK, phoSBIK, EhBlg;

Full Associative Cache
— MREBIK, EfEE;

?‘ZE‘J/I\)\ EEAH@I‘ ogical Processor to Cache Map:

F— p Data Cache Level 1. Assoc LineSize

8 Way Associative L2 (ZMB) p Instruction Cache Level 1. Assoc LineSize

»* Data Cache Level 1. Assoc LineSize

— /[\Sth(/J\ | Instruction Cache Level 1. :ssoc LineSize

Unified Cache Level 2.

LineSize

=]
7]

* 64 * 8 =512 Bytes;
o 44F%512 BytesHhidik, HiSTER—setH;

— Sets =2 MB/512 Bytes = 4096;



Cache Coherence Problem

I/0 devices

* Assumption: Write back scheme
* Problem:

— Processors see different values for u after event 3



Cache Write Policy

 Write Back vs Write Through

Write-back

Central
Processor
Unit

Update
data
ater

Data directly
— Write Back to cachs
« E#EE, = HFCache;
Write-through cache
*  Write Miss
— Read Cache Line; PCentraI
—  Write Allocate; roce'ssor
Unit
— Write Through
o JEEdE, 5% EMemory; Dattsgmmy Cache
* Write Hit
- %?fﬁCache;
*  Write Miss
—  %%idCache, Hi%ZEmemory;




Cache Write Policy(%%)

* Write Invalidate vs Write Update

— Write Invalidate
« Writel, [FIN & HinvalidateiH 2, #4387 HALCPU L1/L2 CacheH [F]—Cache Line’k %% ;
o ARSI,
o AR &FHIHACPUR KT H il Cache Miss;

— Write Update
o Writels, [a]H 5 HAthCPU L1/L2 CacheH [F]—Cache Line;
o ¥ X RMiwrite Invalidate )4 A2 ;
o AE: XfRiwrite invalidate 0 #;

-

Hl, JEARHLZWrite Invalidate /7 74



Solve Cache Coherence Problem(1)

Write-Through Invalidate




Solve Cache Coherence Problem(Z)

MESI Protocol

— 4 States
— Invalid
o L
— Shared
. %Memory*iﬁﬁ@iﬁﬁ;
o B RFLE;
— Exclusive
o EMemory—# 5 ;
o B REA;
— Modified
o B EFE, Smemory A —EL;
o B REFERH
— REER e
- WHHE W =
SHA =
SHW =

(On a miss, the old

INVALID

-
N

\

~AH

BUS TRANSACTIONS

Read Hit @: Snoop Push

Read Miss, Shared -

Read Miss, Exclusive @}: Invalidate Transaction
Write Hit S

Write Miss (P: Read-with-Intent-to-Modify
Snoop Hit on a Read %

Snoop Hit on a Write or [\/L}= Cache Block Fill

Read-with-Intent-to-Modify



Solve Cache Coherence Problem(3)

Reset Read Hit

« MOESI Protocal (AMD) ()

Probe Wite Hit
- 5 States Invalid | - 1 Exclusive
. Read Miss, Exclusive
— |Invalid
— Shared
— Exclusive
— Modified

o UL Eakh, 5MESI—3;

— Owned
e 4T Shared5ModifiedZ 7] ]
— PR
o A]5Shared PR HEAE [\/
o FEEBSEUE, MemoryH U W () Wheta
T HH A P
Probe Read Hit

- REHAE
- WAHE



Cache Coherence

— FEH
Cache Coherence Protocal (MESI, MOESI), 1£H T CPU Cache 5Memory)Z [,

 BEAE ) B PE {F Register, B{ 3 /& Register 511 Cache X [H]()5 £LH2 21 ) Store
Buffer, Load Buffer), NIiXYE##E A 22 5 Cache Coherence i} iX;

— Message

Cache Coherencef/} ¥ H1 ) Message, s&HILZmIe itk . —5EP0E S (C/C++), W]
BN Z KL mTES (Btn: a++ /D891 N3 MTE2D);

— %L mTe 4, TREa k1% %Messages. Fltn: —PWrite#:/E, W Cache Miss,
2= % % Messages: Read + Invalidate + ...



Any Question about CPU Cache?



Memory Ordering

e Memory Ordering

ANAIAA, Memory Ordering#i#, AR FEF AR, HRFEF BT A BB
« BB %ﬂﬁﬁ“é\mspmlock, 2 EMutex, HLENIE U i) 2452 B 75 EHEAT IR AP
. 5fl‘f§i~ S AT S B — AN = P RE K Spinlock,  Mutex,  PATHIA AN A () 75 3K s
«  BrBe=: Xni&Spinlock, Mutex%fmﬁﬁﬁﬂnﬁﬁfimﬁﬁ” At 4m] DL SRR L B
o BBV fERAERBIIERL L, EBRETERE, 22ilLlock-Freedm e

MATME—, BRI E =, =, E2EMEN, EAHXTMemory Ordering 5 8 1%
NP, AKPPTIRTMemory Ordering TN 2, $&HEUN T = ZH 2.

Atomic vs Reorder
o THE 4 & Atomic Operation? 58 FE A WL EL 1T N ?

Memory Barrier
« fi[i§Memory Barrier? Memory BarrierfJ FLEFH25? Memory Barrier @i fdi FH 2

Load Acquire vs Store Release

* Load Acquire 5Store Release, Jef4 &= ?



Atomic Operation

An operation acting on shared memory is atomic if it completes in a single step relative to other threads.
When an atomic store is performed on a shared variable, no other thread can observe the modification
half-complete. When an atomic load is performed on a shared variable, it reads the entire value as it
appeared at a single moment in time.

Atomic Operation in CPU

— Intel CPU

— AMD CPU

The Intel486 processor (and newer processors since) guarantees that the following basic memory operations will
always be carried out atomically:

* Reading or writing a byte
® Reading or writing a word aligned on a 16-bit boundary
®* Reading or writing a doubleword aligned on a 32-bit boundary

The Pentium processor (and newer processors since) guarantees that the following additional memory operations
will always be carried out atomically:

® Reading or writing a quadword aligned on a 64-bit boundary
®* 16-bit accesses to uncached memory locations that fit within a 32-bit data bus

The P6 family processors (and newer processors since) guarantee that the following additional memory operation
will always be carried out atomically:

* Unaligned 16-, 32-, and 64-bit accesses to cached memory that fit within a cache line

Atomicity of accesses. Single load or store operations (from instructions that do just a single load or
store) are naturally atomic on any AMDG64 processor as long as they do not cross an aligned 8-byte



- . » » o L.y — >
= — [/
InJéXUIII = %/._QH{

FRIES (U0 C/C++), BIRIFENILIIES, A REWHPIT. Hik, SZ0ES 5I%IE

I, AFAERE LA ] A U G &R

R HI L

Simple Write int a = 1:
—  Write to Memory 0034146E movw dword ptr [a], 1
—  Atomic
Simple Read int b:
— Read from Memory = a:
~ Atomic atidte oo b Shitg de At e
Read-Modify-Write(RMW)
—  Read from Memory
—  Modify att:
—  Write to Memory 0034147F mov eax, dword ptr [a]
0034147TE add eax, |
dvord ptr [a), eax

Non-Atomic 00341481 mov



Non-Atomic Operations

Examples
— Read/Write 64 Bits on 32 Bits Systems

* Write: Non-Atomic 29: uint64 o Y.
30: ¢ = 0x100000002Z;
O0DE33684 mov dword ptr [c], 2
e Read: Non-Atomic ODE3368E mov dword ptr [ebp—2Ch], 1
31:
32 uintbd t d = ¢;
ODE3369Z2 mov eax, dword ptr [c]
ODE33695 movw dword ptr [d], eax
ODE336398 mov ecx, dword ptr [ebp—2Ch]
DOE3369E mow dword ptr [ebp-3Ch], ecx

— RMW Operations

* Non-Atomic

att:
0034147TE mov eax, dword ptr [a]
0034147TE  add eax, |

00341481 mov dword ptr [a], eax



Non-Atomic Operations(%

* Questions?
— 32/ R4, #7154 BytesH]Simple Read/Write— 7€ /& Atomic?

— 640 ARG, #1758 BytesH]Simple Read/Write— 7€ /& Atomic?

* Exceptions

— Intel486 and newer [ |gor X & [fJExample 3, X 1HCPUZRAL T H]
Unaligned 16-, 32-bit access;

— Pentium and newer
Unaligned 16-, 32-, 64-bit access;

— P6 and newer
Cross cache line access; (V& : P6 and newer CPU, ft¥FAtomic Unaligned access)

— AMD
Unaligned 16-, 32-, 64-bit access;

— ARM

strd instruction...


http://igoro.com/archive/gallery-of-processor-cache-effects/
http://igoro.com/archive/gallery-of-processor-cache-effects/

»
Ay
l—a
[ —a

Non-Atomicl] fG, 3

Half Write
— mov dword ptr [c], 28/ AT )5 5 soores
255 % H e half write Tl 4 ; 30: e = 0x100000002;
00E33684 mov dword ptr [c], 2
ODE3368E mov dword ptr [ebp—2Ch], 1
Half Read 31:
— FcthBhalf write, TiEHC DU 577 SO
JUESOBEL  movw eax, dword ptr [cl
2l half read B & ; 00E33695 mov dword ptr [d], eax
ODE33638 movw ecx, dword ptr [ebp—2Ch]
O0E3369E movw dword ptr [ebp-3Ch], ecx

Composite Write
— PNEFEE R write ¢, —AN5ERG, — A half write, WcHE, REZLFEL 21
writet#AFE 4 5

J[ER=H
— B Half Read, 2> FEUREFF AW 8 4 H 4
— Il Composite Write, <= 53 EHE 4,



Atomic Instructions and Lock(1)

e Atomic Instructions

— ¥ W84 : CMPXCHG, XCHG, XADD,
— CMPXCHG (compare-and-exchange)

Instruction Operand Encoding
Op/En Operand 1 Operand 2 Operand 3

MR ModRM:r/m (r, w) ModRM:req (r) NA

« ¥ Operand 1(Reg/Mem)F N & SEAXELEL, A5, NI#% JlOperand 2(Reg) ¥
FIN % 2 0perand 1; H A5, NP4 Operand 29 B2 HE 5 AEAX;

« —/MAtomic RMWHREYE, #Operand 15Memory, NCMPXCHGHE 4k 75 Z Lock
84 & (Lock prefix);



Atomic Instructions and Lock(2)

Lock Instruction

LOCK—Assert LOCK# Signal Prefix

Opcode Instruction Op/ 64-Bit Compat/ Description
En  Mode Leg Mode
FO LOCK NP Valid Valid Asserts LOCK# signal for duration of the
accompanying instruction.

Lock%‘éé\x%~ gk, "TULHEIR Z 8422, IR A7 2 rEAE 1 A 1-(Memory), 1EfE4
PATHHE], HA d}}zi—’i HTCPUST H 5
Question: T8 AH BEWNAE, 4 Lock i 454 A B X ?

Intel’s Description about Lock Instruction

Causes the processor’s LOCK# signal to be asserted during execution of the accompanying instruction (turns the
instruction into an atomic instruction). In a multiprocessor environment, the LOCK# signal ensures that the
processor has exclusive use of any shared memory while the signal is asserted.

Lock with CMPXCHG ¥86 CASE L:

case

{

volatile u32 *_ ptr = (volatile u32 *) (ptr):

asm wolatile(lock c.wpxc}]gj X2 %17
“=g” (__ret), “tm" (x__ptr)
“r¥ (__new), 77 (__old)
“memory’) ;

break;



Non-AtomicyH &

UN4n] 8 % Non-Atomic Read/Write ?
— P& (B & CPUH K )

* Intel/AMD CPU
— Aligned 2-, 4-Byte Simple Read/Write > Atomic
— Aligned 8-Byte, CPUZ!5 > —ff HAtomic
— Unaligned 2-, 4-, 8-Byte, CPU S ¥l > RE/H

.« At

— RMW Operation

REMEHAGHGH, BEZRMNETERIERE; KERE, WARCPURM, 14
EFRIES, BN A

e  Windows Synchronization Functions

e Linux Built-in Functions for Atomic Memory Access

e C++ 11 Atomic Operations Library



http://msdn.microsoft.com/en-us/library/ms686360(v=vs.85).aspx
http://gcc.gnu.org/onlinedocs/gcc-4.4.3/gcc/Atomic-Builtins.html
http://gcc.gnu.org/onlinedocs/gcc-4.4.3/gcc/Atomic-Builtins.html
http://gcc.gnu.org/onlinedocs/gcc-4.4.3/gcc/Atomic-Builtins.html
http://en.cppreference.com/w/cpp/atomic

Any Question about Atomic?



Memory Ordering(Reordering)

* Reordering

— Reads and writes do not always happen in the order that you have written
them in your code.

 Why Reordering

— Performance

* Reordering Principle

— In single threaded programs from the programmer's point of view, all
operations appear to have been executed in the order specified, with
all inconsistencies hidden by hardware.

— —BHET, 1EReorderingHll, SReordering/a, A MFERIFATRL
2 (Single Thread)



Reordering

Examples
— Example 1

gcc -02 -S -masm=intel cordering.c
mov eax, DWORD PTR B[rip]

gcc —-S —-masm=intel cordering.c

mov eax, DWORD PTR B[rip]
add eax, 1

mov DWORD PTR A[rip], eax
mov DWORD PTR B[rip], O

o A, BIR{E#¥E/EHReorder;

mov DWORD PTR B[rip], O
add eax, 1
mov DWORD PTR A[rip], eax

’ - 32 Processor 1 Processor 2
Store 10 A —— — store to ¥
— Example 2 i ~ mov [X], 1 mov [¥], 1 “

load from Y —— mov rl, [Y] mov r2, [X] 44— |oad from X

o fREX, YW NO;

* Question: #A4Lload X, Y, =15FIX, Yo ?

¢ Test Code & Test Result ntse@db—-21:~/hdc/ordering$ ./ordering 1
reorders detected after 1568 iterations

reorders detected after 2473 iterations
reorders detected after 3624 iterations

reorders detected after 3656 iterations
reorders detected after 5207 iterations


http://vdisk.weibo.com/s/I6KmT

Reordering-Type

 Compiler Reordering

— Example 1, HINLEZEHR] I Reordering, FRZ N Compiler
Reordering;

* CPU Memory Ordering

— Example 2, HIFEATHAE] Y Reordering, FRZ JNCPU Memory
Ordering;

« HIPRER, RRRERIENNE, ER/AARAT N, Hr
"4 Reordering;




Compiler Reordering & Compiler Memory Barrier

Compiler Reordering BE W HE A2 7 BB AT RR . ABA BHE (JCH 241 4 Parallel
Programming), KA TIEARELECompiler: FeAITHIFE i3t 1TReordering. ML,
AT —FLH], e 5 R Compiler, ANELHE4TReordering, XANHLEI, mE
7&Compiler Memory Barrier.

Memory Barrier

— A memory barrier, is a type of barrier instruction which causes a central processing unit
(CPU) or compiler to enforce an ordering constraint on memory operations issued
before and after the barrier instruction. This typically means that certain operations are
guaranteed to be performed before the barrier, and others after.

Compiler Memory Barrier

— i X, Complier Memory Barrieril ;& FH 1E:Compileri#t 17 Reorderingf'/Barrier
Instruction;



Compiler Memory Barrier

e Compiler Memory Barrier Instructions
— GNU

* asm volatile("" ::: "memory");

e __asm__ _ volatile__("" ::: "memory");
— Intel ECC Compiler

* __memory_barrier();
— Microsoft Visual C++

* _ReadWriteBarrier();

* fii Hl Compiler Memory Barrier 5 [ 2R

gcc -02 -S -masm=intel cordering.c

mov eax, DWORD PTR B[rip]
add eax, 1

:: "memory");

mov DWORD PTR A[rip], eax
mov DWORD PTR B[rip], O




Compiler Memory Barrier

— Compiler Memory Barrier X @& — MNMEEHIARR, FHIF
CompilerfEE R IR 2B, ANEXT IR 1 L 52

Reordering.

— HIEEIIIC 9%, Compiler Memory BarrieriH 2%,
CPUABER AN 2l Compiler Memory Barrier £ 1E, 1X 4
5 J5 I 2] )CPU Memory Barrier fif A [6);



CPU Memory Ordering

* Definition
— The term memory ordering refers to the order in which the processor

issues reads(loads) and writes(stores) through the system bus to
system memory. (From Intel System Programming Guide 8.2)

e Some Questions

— N4 7 Ereordering?
e 1:L1 Latency 4 clks; L2 10 clks; L3 20 clks; Memory 200 clks = Huge Latency

o 22 FEFRSPATI, readSwritefIL5E; (CPUBLITIY, H KE&)

~ ATiLReorderingfi§iit ? AFIHICPU, SCHFILLReordering?


http://download.intel.com/products/processor/manual/253668.pdf

CPU Reordering Types

e 2 |Instructions

e 2 operation types: read(load) and write(store)

4 CPU Reordering Types

— LoadLoad
¢ LA
— LoadStore
« A
— Storeload
o HEELT
— StoreStore
« H5EEF

C

#LoadLoad

#StorelLoad

Processor 1
mov rl, [Y]

mov [X], 1

#LoadStore

#StoreStore

Processor 2

mov r2, [X] 5

mov [Y], 1



P REFIIR: CPUM{A s Memory Reordering

*  Buffer and Queue
— Load/Store Buffer; Line Fill Buffer/Write Combining Buffer; Invalidate Message Queue; ...

Core 1 Core 2 Coren

Registers Registers

Execution Units Execution Units

Load Buffer

il e e

L3

- AT WS S R



CPU Memory Models

Definitions

— Memory consistency models describe how threads may interact through shared memory
consistently.

— There are many types of memory reordering, and not all types of reordering occur equally often. It
all depends on processor you’re targeting and/or the tool chain you’re using for development.

FEJCPU Memory Models
— Programming Order - Stronger Memory Model

— Sequential Consistency
— Strict Consistency

— Data Dependency Order > Weaker Memory Model



CPU Memory Models

WEAK STRONG
Really weak Weak with Usually strong Sequentially
data dependency (implicit acquire/ consistent
ordering release & TS0, usually)
DEC Alpha ARM w0 G dual 386 (circa 1989)

CC++11 PowerPC SPARC TSO Java valatile

low-level atomics
— C/C++11
-,mg - default atomics
"':1@ Or, run on
._?! | L y, a single core

Source control without optimization
analogy




Intel X86/64 Memory Model(1)

* In asingle-processor system for memory regions defined as write-back
cacheable.

— Reads are not reordered with other reads.
— Writes are not reordered with older reads.
— Writes to memory are not reordered with other writes.

— Reads may be reordered with older writes to different locations but not with older
writes to the same location.




Intel X86/64 Memory Model(2)

* In a multiple-processor system

— Individual processors use the same ordering principles as in a single-processor
system.

— Writes by a single processor are observed in the same order by all processors.

— Writes from an individual processor are NOT ordered with respect to the
writes from other processors.

— Memory ordering obeys causality (memory ordering respects transitive
visibility).

— Any two stores are seen in a consistent order by processors other than those
performing the stores.

— gk LUFH9, BB



Intel X86/64 Memory Model(3)

.
- WHENEEIE, HAIHEf71EStoreLoad Reordering;
— Loadload. LoadStore. StoreStore}’)ANT] fEReordering;

#LoadLoad #LoadStore

#StorelLoad #StoreStore

—  —/MProcessor ) Writest2{F, HAthProcessorE 2 HINF & —F
—  A[AProcessorsWritest/E, A& B A T ARE ) ;

e StorelLoad Reordering Problem

Processor 1 Processor 2
— Failure of Dekker’s algorithm mov rl, [Y]
C mov r2, [X]
— Test Code mov [X], 1 3

mov [Y], 1


http://bartoszmilewski.com/2008/11/05/who-ordered-memory-fences-on-an-x86/
http://preshing.com/20120515/memory-reordering-caught-in-the-act

StorelLoad Reordering Problem

class Peterson zeroffants = false;

{ oneffants = false;
private: victim = 0;
ff indexed by thread ID, O or 1
bool _interested[2]; Thread o Thread 1
ff who' s wielding priority?
int _wvictim; zeroWants = true; oneWants = true;
public: victim = 0; victim = 13
Peterson() while (oneWants && victim == 0) | while (zeroWants && victim == 1)
{ o continue; continue;
rAebinse // critical code // critical code
_interested[0] = false; SATIR X %
i terent il - i en: zeroWants = false; oneWants = false;
}
void lock()
{ Thread o Thread 1
ff threadID is thread local,
JF initialized either to:zero or -one store(zeroWants, 1) | store(oneWants, 1)
int me = threadID; store(victim, 0) store(victim, 1)
int he = 1 - me; ro = load(oneWants) | ro = load(zeroWants)
~interestedme] = true; r1 = load(victim) | r1 = load(victim)
_wictim = me;
while (Linterested[he] &% _wictim == me)
continue;
h Thread o Thread 1
void unlock()
i ro = load(oneWants) ro =load(zeroWwants)
int me = threadID: store(zeroWants, 1) store(oneWants, 1)
_interested[me] = false; store(victim, 0) store(victim, 1)
h r1 = load(victim) ri = load(victim)



What About Other CPUs?

[2][3]

Hemory ordering in some architectures

Type Alpha ARNwT PA-RISC POWER SPARC RNO SPARC PSO SPARC TSO x86 x86 oostore AND64 IA-64 zSeries
Loads reordered after loads ¥ .Y T T ¥ | | ¢ ¥ |
Loads reordered after stores ‘Y .Y ¥ .Y ‘Y | | T | T
Stores reordered after stores ‘Y .Y ¥ T ¥ .Y | ¥ T
Stores reordered after loads ¥ .Y T iY .Y .Y .Y .Y ¢ .Y ‘Y .Y
Atomic reordered with loads ‘Y .Y .Y ‘Y | | | T |
Atomic reordered with stores ‘Y .Y T ¥ .Y T
Dependent loads reordered T | |
Incoherent Instruction cache pipeline“f T T b'é T T Y Y T T

* So you know why we call X86, AMD64 as
Strong-Ordered.



How to Prevent CPU Memory Reordering

* Think about Compiler Memory Barrier

— asm volatile("" ::: "memory");
— __asm__ __volatile__ ("" ::: "memory");

 Memory Barrier Definition

— A memory barrier, is a type of barrier instruction which causes a central processing unit
(CPU) or compiler to enforce an ordering constraint on memory operations issued
before and after the barrier instruction. This typically means that certain operations are
guaranteed to be performed before the barrier, and others after.

* CPU Memory Barrier

— % 8 3, Compiler Memory BarrierBE5A & F 2K & 1/f Compiler 7t 4a B BE AN 22 1H 4T
f8 4 8LHE, 84 CPU Memory Barrieriifl & H K45 FCPU, TEPFATHYBEA A H 2%
BAE WAE I8 2 T 5

— EE: HTCPUEPATHS, WBUBENF|CPU Memory Barrier I 4£7E, [KlIt.CPU
Memory Barrier2— 2k EIEI$B4, & T 9IFE ML H;



CPU Memory Types(theoretical)

o THIIR R ) R
—  4FCPU Memory Reordering
* Loadload, LoadStore, StoreLoad, StoreStore

e AFpIEAFICPU Memory Barriers
— LoadLoad Barrier
— LoadStore Barrier
— Storeload Barrier
— StoreStore Barrier

e  HONEJHHICPU Memory Barriers

— Store Barrier (Read Barrier)
«  JITf {EStore BarrlerHU E’JStoreTmVE WNZBIZE Store Barrierfs 2 B0 AT 52 K 1 TG Store Barrierds 2 J5 [ Store s /E,
IWAEStorefB 2 PATEE W 5 A BETT 4R

Store Barrier R & % Store(Write)#:1FE, XfLoad JToAT AR 521 5

— Load Barrier (Write Barrier)
F4Store BarrierffJ IR, 4 N X Load#/ERI AT

— Full Barrier
Load + Store Barrier, Full Barrier il (AR #21E, AR A el 5



Memory Barrier Instructions in CPU

x86, x86-64, amd64

— Ifence: Load Barrier

— sfence: Store Barrier

— mfence: Full Barrier
PowerPC

— sync: Full Barrier
MIPS

— sync: Full Barrier
[tanium

— mf: Full Barrier
ARMv7

— dmb

— dsb

— isb



Use CPU Memory Barrier Instructions(x86)

« Only CPU Memory Barrier
— asm volatile(“mfence”);

e CPU + Compiler Memory Barrier
— asm volatile(“mfence” ::: “memory”);

* Use Memory Barrier in C/C++

i s THE TRANSACTION! -----
X = s
asm volatile("mfence" “memory"); // Prevent memory reordering
rl =Y;
mov DWORD PTR _X, 1
mfence
mov eax, DWORD PTR _Y

mov DWORD PTR _ri1, eax



Yes! We Need Lock Instruction’s Help!

e Question?

— BF T CPUER F L IMemory Barrierfg & 2 41, & &5A HA I 7 =
s Memory Barrier?

* Yes! We Need Lock Instruction’s Help!

— Reads or writes cannot be reordered with 1/O instructions, locked
instructions, or serializing instructions.

iy
o BESRread/write/NRE 7 klocked instructionsi#{Treordering, H4 BTG i A lock
prefix T84, #BMIAK T —A~RIXHIFull Memory Barrier;



Use Lock Instruction to Implement a MB

* lock addl

— asm volatile("lock; addl $0,0(%%esp)" ::: "memory")

— addl $0,0(%%esp) > do nothing

— lock; - to be a cpu memory barrier

— “memory” - to be a compiler memory barrier
 xchg

— asm volatile(“xchgl (%0),%0” ::: “memory”)
— Question: why xchg don’t need lock prefix?

— Answer: The LOCK prefix is automatically assumed for XCHG instruction.

* lock cmpxchg
— Do it yourself



Memory Barriers in Compiler & OS

1 void foo(void)
Linux(x86, x86-64) 9.4
— smp_rmb() S A=
4  smp_mb();
— smp_wmb() B By gy
— smp_mb() 6 }
7
#ifdef CONFIG_X86_32 < ;
i 8 void bar(void)
* Some non-Intel clomes support out of order store. wmb() ceases to be a
* nop for these. 9 {
*f
#define mb() alternative(“lock: addl $0,0 (¥%esp)”, “mfence”, X86_FEATURE_XMMZ) 10 while (b == 0) cont inue;

#define rmb() alternative ("lock; addl $0,0 (¥%¥esp)”, “lfence”, X86_FEATURE_XMMZ2)

#define wmb () alternative (“lock; addl $0,0 (¥%esp)”, “sfence”, XB6_FEATURE_XMM) 11 smp mb() 3

#else =

#define mb () asm volatile (“mfence”::: “memory™) 12 assert (a = 1) :
#define rmb()  asm wvolatile (“lfence”:::“memory™)

#define wmb()  asm wolatile (“sfence” ::: “memory”) 13 }

WindOWS(X86, X86_64) FORCEINLINE

— MemoryBarrier() i

MemoryBarrier (
VOID
)

LONG Barrier;
__asm {
xchg Barrier, eax

}



X86 Memory Ordering with Memory Barrier(1)

* In asingle-processor system for memory regions defined as write-back
cacheable.

Reads are not reordered with other reads.
Writes are not reordered with older reads.
Writes to memory are not reordered with other writes.

Reads may be reordered with older writes to different locations but not with older
writes to the same location.

e Ay

Reads or writes cannot be reordered with 1/0 instructions, locked instructions, or
serializing instructions.

Reads cannot pass earlier LFENCE and MFENCE instructions.

Writes cannot pass earlier LFENCE, SFENCE, and MFENCE instructions.

LFENCE instructions cannot pass earlier reads.

SFENCE instructions cannot pass earlier writes.

MFENCE instructions cannot pass earlier reads or writes.



X86 Memory Ordering with Memory Barrier(2)

* In a multiple-processor system

Individual processors use the same ordering principles as in a single-processor
system.

Writes by a single processor are observed in the same order by all processors.

Writes from an individual processor are NOT ordered with respect to the
writes from other processors.

Memory ordering obeys causality (memory ordering respects transitive
visibility).

Any two stores are seen in a consistent order by processors other than those
performing the stores.

VE: FIEE s
Locked instructions have a total order.



Read Acquire vs Write Release(1)

Read Acquire and Write Release
— Two Special Memory Barriers.

— Definition
* Aread-acquire executes before all reads and writes
by the same thread that follow it in program order.

* A write-release executes after all reads and writes
by the same thread that precede it in program order.

Question
— Read Acquire and Write Release A fi[/EH ?

read-acquire

all memaory
operations stay
below the line

all memory
agperations stay
abowve the line

write-release



Read Acquire vs Write Release(2)

 Read Acquire and Write Release Barriers
— Read Acquire acquire semantics

* LoadLoad + LoadStore Barrier pmeheesseescccccscaccaa. e v,
) #LoadLoad #LoadStore 1 |

— Write Release

smmmaafann

#Storeload | #StoreStore
* LoadStore + StoreStore Barrier . ¥
793k release semantics
.« B

— Read Acquire + Write Releasei X, J& A 81 S i ZEfili(Spinlock, Mutex, RWLock, ...), AT A #
[Read Acquire, Write Release] B & 1 X 35k, BIFIEL T —MIEF X, Im A X A BIHES, Eﬁﬂ%ﬁvﬁ\
Elm A XA E1T. R, Read Acquire XX NLock Acquire, Write Release X #X N Unlock Release;

pthread_mutex lock(&mutex);

all memaory
operations stay
between the lines

pthread mutex _unlock({&mutex);



How to Implement Read Acquire/Write Release?

Intel X86, X86-64

— Full Memory Barrier
e mfence
* |ocked instruction

 Compiler and OS

— Linux
* smp_mb()

— Windows
* Functions with Acquire/Release Semantics
* InterlockedIncrementAcquire ()...



Extension: StoreLoad Reorder

Question

— Nft4Intel CPUTELoadLoad, LoadStore, StoreLoad, StoreStorefl/FH, ANANARFF
7 StoreLoad®iL)F ?

— NH4, LoadlLoad/LoadStore/StoreStore Barrieriil 5 # F5 2 ANlightweight Barrier? 1
StoreLoad Barrier/l] AExpensive Barrier?

* on PowerPC, the Iwsync (short for “lightweight sync”) instruction acts as all
three #LoadlLoad, #LoadStore and #StoreStore barriers at the same time, yet is less expensive
than the sync instruction, which includes a #StorelLoad barrier.

Answer
— Store Buffer;

— Stores# D AFMITELS AT

— Load R ge[EF
Y e
V)

— Intel CPU, Load H #ifAcquire Semantics; StoreH ‘7Release Semantics;



Any Question about Memory Ordering?



3R R

o TEF4TFEAA T CPU CacheZify), UL Memory OrderingZ J5, FFUai#HAT
FERFEF RIS, RS K B9 A

C U
— SZI—/~H 2 #Spinlock;
— 21— Lock-Free Algorithm=ZH);

— WU R T A



Implement a Spinlock

Simplest Spinlock
— From Lockless

3
fiE L
- D
o 455 —"unsignedfi, ofCFEARINB,
RFE et A — AR Bt
— spin_lock

* xchg
* implicit lock instruction

— spin_unlock
* asm volatile(“”: : :”"memory”)

— Load Acquire
* |ocked instruction = full barrier

— Write Release
* compile barrier;
* X86; No LoadStore, StoreStore Reorder;

/* Compile read-write barrier */

#define barrier() asm volatile("":

static inline unsigned xchg 32(void *ptr, unsigned x)

=R

asm__ _ volatile ("xchgl

PRLLE R L} ~
:"memory") ;

return x;

7%

=

[

=]

|
|

#define EBUSY 1
typedef unsigned spinlock;

20 . 21
50, %

((unsigﬁed) X)
:"m" (*(volatile unsigned *)ptr),

static void spin lock(spinlock *1lock)

:"memory")

"

{
while (xchg 32(lock, EBUSY)):;
}
static void spin unlock(spinlock *1lock)
{

barrier() ;
*lock = 0;
}

static int spin trylock(spinlock *lock)

{
return xchg 32(lock, EBUSY);
}

mon

(x)


http://locklessinc.com/articles/locks/
http://locklessinc.com/articles/locks/

Simplest Spinlock 73 #1(1)

- IDhge bk
— RUEFE—FE, RE - NEREREWspin_lockil ), H AL EEEAEWileEIE;
— spin_lock3Z3) | Load Acquire Semantics;
— spin_unlock=Z3 T Write Release Semantics;

— DJRE L: Success
spin_lock(spinlock *lock)

© NI T R 2 AR

Intel Memory Ordering Model; all memory
operations stay

— CPU Memory Barrier )
between the lines

— Atomic Instruction
— Locked Instruction
— Compile Memory Barrier spin_unlock (spinlock #*lock)
— Load Acquire
— Store Release



Simplest Spinlock 73 #1(2)
- gL
— JtSimplest Spinlock AR % [a]@, W] LL#EATHLAL, SEH fEspin_lock() BREN;

o BT (SE)

— 1. iR #Epredict, CPUK HPixchg 32BR %M /> 21 [Fl0(Success), Al 2K H
speculative execution, CPUJit7K£kH 78 ifixchgti 4, JHFECPU;

— 2. T /KZH 78 Jx & speculative xchgts %, Al Xxchgik [B10(Success), %12
EITROR, JUHRE IR £ 5

— 3. 5 HABCPUK T R 56 spin_lock, I 48T CPUCTE R I 45 HAM AR 71217 5

— 4.xchgfi$, HAEIALREA G


http://stackoverflow.com/questions/12894078/pause-instruction-in-x86

Simplest Spinlock i

o EPXTiEEL, 2
— 5| ANpausefg%;
asm volatile ("pause");

HrFa, A Frpause, ] Hrep; nopEit;

— pausefg & IIiHE
JBAICPU, 4RiT4ETspinlock R EH H 2z, Hispeculative , [R{KCPUTHHE, INBURINIG, T AT K]

speculativefs &, TEAEHE F);

TERBERTE T, 2R HORIICPUNAK L, T LIRS 5y — MR (B A, $EECPURIIA:,

o« EFXERES
—  HAHEIE A X BRI, spinlock ] M Active s ZUZR BB A N Passive i 2 ;
— Active
ABERCPUBE I, [RE 2
— Passive
FRICPUE Y, HEASleep, & 25 AR

o« EFXtIE A
—  xchgfB 2 BIRER B NAT, A AmE 2 cmpxchg & A



Spinlock: Active vs Passive

Splnnlng. void do backoff (inté backoff)

g
1

Active . (backeff < 10)

— Only pause, not release CPU SRL ALY

if (backoff < 20)
* pause(); _mm_pause();
for (int 1 =0; 1 !=50; i +=1) mm pause();

if (backoff < 22)
SwitchToThread() s

e 1f (backoff < 24)

Passive

— Release CPU to System, but not Sleep
* pthread_yield(); SwitchToThread(); Sleep(0);

Sleep(0)
(backoff < 26)
— Release CPU to System, and Sleep SR
* Sleep(n); s
. Sleep(10)
Hybrid

) ) backoff += 1;
— Active + Passive

- ERIIH R ’


http://www.1024cores.net/home/lock-free-algorithms/tricks/spinning

Wrong Peterson’s Algorithm on X86

*  Function
— [FEZ P Threads;

— A RE —Thread 7] 47 551 5

* Problem?

— lock()
* StorelLoad Reordering
* Store: _interested[me]
* Load: _interested[he]
— unlock()

Compiler Reordering

1

=

o

[ [ -8

R s

=

m
i

M

class Peterson

H{ private:

// indexed by thread ID,
bool interested[2];

0 or1l

// who's yielding priority?

int wvictim;

public:

Peterson()

{
_victim = 0;
_interested[0] = false;
_interested[l] = false;

}

void lock()

{
// threadID is thread local,
// initialized either to zero or one
int me = threadID;
int he = 1 - me;
_interested[me] = true;
_victim = me;
while ( interested[he] && victim

continue;

}

void unlock()

{
int me = threadID;
_interested[me] = false;

}

ne)



Corrected Peterson’s Algorithm on X86

class Peterson

lock()

— MemoryBarrier()

unlock()

— _ReadWriteBarrier()

=

F

=

1=y

wm

M o W N

T}
|18

=H{ private:

// indexed by thread ID, 0 or 1
bool _interested[2];

// who's yielding priority?

int victim;

public:

Peterson ()

{

}

_victim = 0;
_interested[0] = false;
_interested[1] = false;

void lock()

}

// threadID is thread local,

// initialized either to zero or one
int me = threadID;

int he = - me;

_interested[me] = true;

_victim = me;

// Forbidden StoreLoad Reordering using Memory Barrier
MemoryBarrier () ;

while (_interested[he] && _victim == me)
continue;

void unlock()

// Forbidden Compiler Reordering using Compiler Barrier
_ReadWriteBarrier() ;

int me = threadID;
_interestedIme] = false;



False Sharing

Others

Thread O Thread 1
CPUO CPU 1
h Cache Line Cache Line
w w
L [ [T T 1 B [ ][]
Cache <™ Cache
N
\i\
Memory

Distributed Read-Write Mutex

Per-Processor Data

Distributed rw mutex

per-CPU | | per-CPU | | per-CPU | | per-CPU
rw mutex | [rw mutex | [rw mutex | |rnw mutex
A A e )
read lock
Writer Reader Reader


http://www.1024cores.net/home/lock-free-algorithms/false-sharing---false
http://www.1024cores.net/home/lock-free-algorithms/reader-writer-problem/distributed-reader-writer-mutex
http://www.1024cores.net/home/lock-free-algorithms/reader-writer-problem/distributed-reader-writer-mutex
http://www.1024cores.net/home/lock-free-algorithms/reader-writer-problem/distributed-reader-writer-mutex
http://www.1024cores.net/home/lock-free-algorithms/reader-writer-problem/distributed-reader-writer-mutex
http://www.1024cores.net/home/lock-free-algorithms/reader-writer-problem/distributed-reader-writer-mutex
http://www.1024cores.net/home/lock-free-algorithms/reader-writer-problem/distributed-reader-writer-mutex
http://www.1024cores.net/home/lock-free-algorithms/reader-writer-problem/distributed-reader-writer-mutex
http://www.1024cores.net/home/lock-free-algorithms/reader-writer-problem/distributed-reader-writer-mutex
http://www.1024cores.net/home/lock-free-algorithms/tricks/per-processor-data
http://www.1024cores.net/home/lock-free-algorithms/tricks/per-processor-data
http://www.1024cores.net/home/lock-free-algorithms/tricks/per-processor-data
http://www.1024cores.net/home/lock-free-algorithms/tricks/per-processor-data
http://www.1024cores.net/home/lock-free-algorithms/tricks/per-processor-data
http://www.1024cores.net/home/lock-free-algorithms/tricks/per-processor-data

Parallel Programming, A&5CiyZE. ..
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AMDG64 Architecture Programmers Manual Volume 1 System Programming

AMDG64 Architecture Programmers Manual Volume 2 System Programming
MYTHBUSTING MODERN HARDWARE TO GAIN “MECHANICAL SYMPATHY”
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Understanding The Linux Kernel 3" Edition
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The Art of Multiprocessor Programming
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Intel Core i7 (Nehalem): Architecture By AMD?
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Reference-CPU Cache

Cache Coherence Protocols

B ZE 7 (Cache Memory)

Cache(268 Pages)

Cache: a place for concealment and safekeeping

Gallery of Processor Cache Effects
Getting Physical With Memory
Intel’s Haswell CPU Microarchitecture

Introduction of Cache Memory

CPU Cache Flushing Fallacy

Multiprocessor Cache Coherence

Understanding the CPU Cache

What Every Programmer Should Know About Memory - Akkadia.org

What Programmer Should Know about Memory Consistence
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Reference-Atomic

An attempt to illustrate differences between memory ordering and atomic access

Anatomy of Linux synchronization methods
Atomic Builtins - Using the GNU Compiler Collection (GCC)
Atomic vs. Non-Atomic Operations

Understanding Atomic Operations

Validating Memory Barriers and Atomic Instructions
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